ITPABHJTA
3a 0e30IIACHOCT HA JeNaTa H YYCHULINTE B
KOMIIIOTBPHATA MpPeXKa B 1eTCKATAa rPaJHHA, YYWJIHINETO U B HHTEPHET

Te3u npaBuJia ca pa3padorenu ot Jbp:xkaBHaTa areHIUs 3a 3AKPUJIA HA J1€TETO, B
napTabopctBo ¢ I's1aBHa jupexkums ,bopda ¢ opraHusupaHara npecTbIHOCT”,
HaunmnonaneH meHTbpP 3a 0Oe3omaceH MHTePHeT, VMHUHHUCTEPCTBO HAa 00pPA30BAHUETO M
HaykaTa, Pernonajino ynpaJ/jieHue Ha o0pa3oBaHueTo — Codus-rpaja, pbKOBOJAUTEIN HA
oOpa3oBaTejiHU MHCTUTYHUN OT Cbl03a HA padoToAaTeIUTEe B CHCTEMATa HA HAPOJAHATA
npocsera B bbarapus, CapyxeHnero Ha THUPEKTOPUTE B CPeAHOTO o0pa3oBaHue Ha P
bbarapus.

HeauTe Ha mpaBUJIaTa ca a ce:

° rapaHTupa NnpaBoTO HAa JeTeTO/yYeHHIIUTe HAa JAOCThI 0 MOAXOASINA
uHdopManus U MAaTepPUAIH B MpPeKaTa;

° OCBINECTBH NMpPEeBEHIHs W CHHTE3HpPa HAa eIHO MsCTO MHopMamusATa 3a
OMACHOCTHTE B HHTEPHET,

° NPeI0CTABAT KOHKPETHHM HACOKH 32 3aKpHJa Ha JeTeTo M 0e30macHo
NnoBe/JeHNe B KOMIIOTHPHATA Mpe:Ka B IETCKATAa rPaJIMHA U B YYHJIHIIE U B MHTEPHET,

° no00pu KOOPAMHAIMATA M OTTOBOPHOCTHTE HA YYACTHHLMTE W/WJIH

BCHYKH 3AMHTEPECCOBAHU CTPAHH.

OTroBopHOCTTa 3a rapaHTHpaHe IpaBaTa Ha JielaTa U 3alUTa Ha TEXHUTE UHTEPECH €
CIO/ie/IeHa OTTOBOPHOCT MEKAY CEMEHCTBOTO, OOIIECTBOTO M AbpXKaBara, 4pe3 HEHHHUTE
OpraHd W MHCTHUTYIMH. BBIpeku TOBa, Ta3u OTTOBOPHOCT € paslpeelieHa, KaTo TS ce majaa
MPUOPUTETHO HA CEMENCTBOTO, MO-CIIEHUAIHO HA POAUTEINTE, HACTOWHUIIUTE, TIONCUNTEITUTE
WM IPYTUTE JIMIA, IPH KOUTO JIETETO € HACTAaHEHO, TOraBa Korarto € Ouia mpeanpuera Mspka
3a 3aKpuiia Mo OTHOIIeHHE Ha Hero. OTYMTAlKK TPyAOBaTa aHTAKUPAHOCT HA POJHUTEINTE, B
HSKOM OT CIIydyauTe U TPYAHOCTUTE, KOUTO M3MMTBAT B OTIVIEKAAHETO M BB3IMUTAHUETO Ha
JIETETO, B OCHOBOIIOJIATalMsl MEXIyHApoJeH aKT 3a NpaBaTa Ha aerero KoHBeHIMsATa Ha
OOH 3a nmpaBara Ha J€TETO, KAKTO U B peaulla HOPMATUBHU AaKTOBE OT HALIMOHAIHOTO HHU
3aKOHO/ATENICTBO, € IIOCOYEHO Kak OOIIeCTBOTO, CONHMATHUTE U 00pa3oBaTEIHUTE
WHCTUTYLIMH, U AbpKaBaTa W3MBJIHABAT T€3H CBOM OTTOBOPHOCTH 32 OKa3BaHE Ha aJleKBaTHA
MOJKpena Ha CEeMEeICTBOTO, 3a 3aKpwia Ha JeTeTO M 3a 3allliTa Ha HETOBUTE IpaBa U
HUHTEPECH.

CeriacHo KonBenuusra Ha OOH 3a mnpaBata Ha J€TeTO, POAUTENUTE HMaT
I'BPBOCTENIEHHA OTIOBOPHOCT 3a OCUTYpsIBaHE BHMCUIMTE HMHTEpPECH Ha JAETeTo JAa Obaar
IBPBOCTENIEHHO ChoOpakeHue. Poxurenure wim, cropen ciydasi, 3aKOHHUTE HACTOWHUIH,
MOMEYUTENN WM JAPYrH JIMLA, HIPU KOUTO JETeTO € HACTaHEHO, HOCSAT OTIOBOPHOCT 3a
OTIJISKIAHETO U Pa3BUTHETO Ha JIETETO.

JbpxaBata, upe3 HEHHUTE OpraHu, TpsOBa Aa MpearnpueMe NoIXOASIIM CThIKY, 3a Aa
MOJIKPETIH POAUTENNTE MPU U3MBIHEHUETO Ha TEXHUTE OTTOBOPHOCTH. AKO HSIKOU POJIUTENN
HE MOTaT WJM ce 3aTpyJIHSABaT, TO B TE€3M CIydyad CE HAaMECBAaT OTIOBOPHHUTE AbP>KaBHU
WHCTHUTYLIMHU, 3a Ja OCHTYpST CIIa3BaHETO HA IpaBaTa Ha JCTETO W 3aJI0BOJSIBAHETO Ha
HETOBUTE HYXIU. 3aJbJDKEHHE Ha Jbp)kaBaTa € OCUTYpPSBAaHE PAa3BUTHETO HAa MHCTUTYIHUH,
3aBelleHHss W YyCIyrH. B Tasm Bpb3Ka poisita HAa 00pa30BATEIIHUTE WHCTUTYIHMH €
M3KIIIOYUTEIHO BayKHA M KJIFOYOBa. Te MoraT Jia JonmpUHecaT 3a 00y4eHUEeTO U MPEeBeHLUATa
Ha PHCKOBETE HE caMo Ha JieraTta, HO ¥ Ha POJUTEINTE, KaTo 10 TO3M HAYWH MOTaT Jla UMaT
JIBOMHA IMOJI3a 3a Jenara. B Ta3u mocoka HaCTOSAIIMTE MpaBUIIa, JaBaT OCHOBHM MO3HAHUS 3a
OIIACHOCTHUTE, KOMTO KpHE€ BUPTYaTHOTO IPOCTPAHCTBO C II€J OCHUTYpSBAaHE 3aKpuiaTa Ha
JIETEeTO OT BPEIHH 3a HEero MH(opMarys, MaTepuaaid 1 KOHTAKTH.




OcHOBHUTEe NPUHUOMIHU 32 paboTa B KOMIIIOTbPHATa Mpexa B JAETCKa IpaguHa U
YUWJIMIIC U B UHTCPHET Ca:

1. PaBeH nocTbll HAa BCUYKU Jlela U YYCHULIU;

2. 3au11/1Ta Ha aeuara u yYHCHHUIUTC OT BPCAHO UJIM HC3aKOHHO ChbAbPIKaHNUC U
uHpopMalMs KaTo: caMOHapaHsABaHE, ThPrOBUS C HApKOTHULM, Xa3apT, IpolaraHiupaHe Ha
BPE/IHM M ONACHU HABUIU U JCHCTBHS KaTO aHOPEKCHS, OynumMusi, mopHorpadusi, Tonepupane
Ha pa3nuyHu (HOpMHU Ha HACWIME, NPOIOBS/IBAHE HAa TEPOPHU3bM, €THUYECKA M PEIUTHO3Ha
HETOJIEPAaHTHOCT, CAMOYOMHCTBO U Jp.;

3. 3auuTaHe W 3alllUTa Ha JITYHATa HEIPUKOCHOBEHOCT;

4. TloaroroBka M KOHTPOJ Ha JieLaTa ¥ yUCHUIIUTE 3a 0€3011aCHO U OTTOBOPHO
MIOBEJICHUE OHJIAIH;

5. CpTpyIHUYECTBO B JyX Ha TOJEPAHTHOCT M JOOPOHAMEPEHOCT MEKIY JeTcKara

IpaiiHa/yYMIIUIIETO U POJUTEINTE/HACTONHULIUTE.

KomnworbpHara Mpexa B JeTCKa TIpaJdHa M YYWIMIIE CE H3M0J3Ba B
HeJarorn4eckuTe CUTyalluu U ydeOHHM YacoBe caMo 3a oOpasoBaresHu 1eid. L{suiata Mpexa
oOxBalla KOMIIIOTPUTE, CBBP3aHH C KaOCTHM W/WIM O€3KUYHH BPB3KH, CUTYHPAHH B
KOMITIOTBPHHUTC Ka6I/IHCTI/I, O60py,I[BaHI/I KJIaCHU CTau U aIMUHHUCTPATUBHUTC MMOMCIICHHA Ha
oOpa3oBaresiHaTa HHCTUTYIHS, KAKTO M yCTpoiicTBara (MepcOHANHN CMapT(HOHH, JIANTOMN U
TabneTn) ¢ 6€3KMUEH JOCTBHIT JO HHTEPHET.

Jleniata ¥ y4YeHHIMTE MMaT MPaBO Ha:

1. PaBeHn gocthn 10 MpexaTa Ha oOpa3zoBaTelHaTa HHCTUTYIIMS, C U3KIIIOUEHUE Ha
KOMITIOTPUTE B 3JIMUHUCTPATUBHUTE TIOMETLICHHS.

2. Palbota ¢ ycrpoiicTBara (KOMIIOTPH, JIANTOMH U TabJIETH) B MpeXaTa ¢
MOJIKpeTIaTa Ha MearorndeckKy CreIHaIrCT.

3. OOyueHue 3a 6e30mMacHO U OTTOBOPHO TMOBEJICHUE B MpekaTa Ha oOpa3oBaTenHaTa
WHCTUTYIUS U B MHTCPHET.

4. Wudopmanus 3a npaBuiara 3a paboTa B Mpexara.

5. CurypHa nudpoBa cpeia B AeTcKaTa TpauHa U yUYHUITUIIETO.

6. Ilom3BaHe Ha MOOWJIHUTE CH YCTPOWCTBA U3BBH yueOHHUs Npoliec (MMoUYnBKaTa 1
MEXy4JacHusTa), a TPy U3PUYHO yKa3aHWE Ha YYUTEN — U B y4eOHHUS dac/mearorudeckara
CUTYyallUs 32 LIeIuTe Ha y4eOHUs ITpoLec.

BAYKHO! IlpaBunara 3a Ge3omacHa paboTa B MHTEPHET, KOUTO JlelaTa U y4eHULIUTE
ca 3aJbJDKEHU Jla Clla3BaT, ce MOCTaBAT HAa BUIHO MACTO B 0Opa3oBaTeIHATa MHCTUTYIMS,
KaKTO ¥ B KOMITIOTbPHUTE KaOWHETH, Taka M Ha caiiTa Ha JeTckara rpajauHa/yuyunuiiero. B
Ha4yaJioTo Ha ydyeOHaTa TOAuMHA 1O TMOAXOASI] HAUYWH BCUYKU JleHa M TEXHUTE
POIUTENN/HACTOUHULIM/TIONEUNTENM Cce 3amo3HaBaT ¢ TAX. Ilemarozute mnepuoaAnYHO
HAIMlOMHSIT 32 TSIX U 32 CUTYPHOCTTa B MHTEPHET B MOJIXOJAIIM (POPMH U IEHHOCTH, B KOUTO C€
BKJIFOYBAT Jle1laTa/ydYeHULIUTE U POAUTEIIUTE UM.

Yact |. OTroBopHOCTH Ha PHKOBOAUTEINTE HA 00pPa30BATEHUTE HWHCTHTYIMH,
Ha mnpodecHoHATNCTHTE, PAadOTeNM C JAena W ¢ WH(POPMAUUOHHO-KOMYHHKAIMOHHHI
texHoJorun (MKT)

JIMpeKTOpPBT Ha JeTCKaTa IpaaruHa/yIHIAIIETO:
1. Opranusupa AeHHOCTTA [0 U3MBIIHEHUETO HA TE€3U MPABUIIA, U OCUTYPSBA JOCTHII
JI0 KOMITIOTbpHATa Mpexka, €(EeKTUBEH M TOCTOSHEH KOHTPOJ, TUIAHHUPAHETO HAa MEPKH TI0




OopraHm3alysaTa 3a Clia3BaHe Ha MpaBuiIaTa 3a paboTaTa Ha Jerara U YIYCHHIIUTE B MpexKaTa u
3aIUTa OT BPEIHO MM HE3aKOHHO ChABPKAHUE B UHTEPHET.

2. OcurypsiBa mpu TEXHHYECKa BE3MOXKHOCT IIPOCIIE/siBaHe Ha TpaduKa,
OCBIIECTBSIBAH Upe3 MpekaTa Ha 00pa3oBaTeIHATa MHCTUTYIIHS.

3. Ilpu koHCTaTHpaHe HA CIy4Yan Ha KHOEPTOPMO3, HE3AKOHHO ChIbPKAHHUE U
MOBE/ICHHE B Mpekara Ha oOpa3oBaTellHaTa WHCTUTYLHUS H/WIM B HHTEPHET YyBEIOMSBa
He3a0aBHO KoOMMeTeHTHUTe oprann — Jupekmus ,,CommanHo mojamomaraHe”, 1o
MecTornpeOuBaBaHe Ha JeTeTo U [ naBHa aupekuus ,,bopba ¢ opranusupanara npecTbIHOCT,
crenuanu3upanusT ornen ,,Kubepnpecrenuoct Ha MBP. B 1e3u cimydanm okazBa HYKHOTO
Ch/JCHCTBME HA KOMIIETEHTHUTE OpPraHu C L] YCTAaHOBABAaHE HA U3BBPIUUTEIUTE H
npeAnpremMa MEpKU 3a MPOTUBOJCHCTBHE M IMpPEeMaxBaHE HA CHOTBETHOTO ChIbP)KAHUE OT
MpeskaTa Ha oOpa3oBaTeinHaTa HHCTUTYIUS. Moe /1a mojdy4yaBa U KOHCYJITAaHTCKA ITOMOII OT
Harmonanuus ieHTHp 3a 6e301aceH HHTEPHET.

4. Opranu3upa B HA4aJIOTO Ha BCsIKa yuyeOHA roJiMHa 3ar03HaBaHe Ha Jerara u
YUCHUITUTE U POJIUTEIINTE/HACTOWHUIIUTE C MpaBuiIaTa 3a Oe3omacHa paboTa B Mpexara.

5. OcwurypsiBa OTTOBOPHO JIIIE (CAYKUTEI MM HACT BHHIICH CICI[HATIKCT), KOETO J1a
M3MBIHABA QYHKIIMUTE HA CHCTEMEH aJIMHHHUCTPATOP.

YuuTenuTe, NEAArOrMYeCKUTE CIIENHAJUCTH U PHKOBOIUTEINTE N0 HANPABJIEHHE
HUKT ca nnpxau aa:

1. PazscusBar mpaBuiaTa 3a 6€301aCHO U OTTOBOPHO IMOBEICHUE MPU padboTa B
Mpexara Ha 00pa3oBaTeHaTa MHCTUTYLUS U B MHTEPHET.

2. OcpliecTBIBaT NOCTOSHHO HAOIIOICHNE  KOHTPOJ BbpXY paboTara Ha Aenara u
YYCHHMLIUTE B MpekaTa Ha o0pa3oBaTeaHaTa MHCTUTYLUS B yUeOHO BpeMe.

3. [Ipennpuemar He3a0aBHM MEPKH 3a IPEyCTAaHOBSBAaHE HA JOCTHIIA HA Je1aTa u
YUEHHMLIUTE JI0 HE3aKOHHO M BPE/IHO ChABPKAaHHE B MpeXkara.

4. VYBemomsBaT He3a0aBHO AUPEKTOPA HA JIETCKAaTa IpajinHa/yIHiIUIIETO U
HapylllaBaHe Ha MpaBUJIaTa, Clydad Ha KHOepTOPMO3 UM MPU YCTAHOBSIBAaHE HA HE3aKOHHO U
BPEIIHO ChIbPKAHNE WM TIOBEACHUE B MPEKaTa.

5. OkasBar nmoJKperna Ha Jiella ¥ Y4eHUIN — 00eKT Ha KHOepTOpMO3, upe3
IbpPBOHAYANIHA TICMXOJIOTHYECKA IMOJKpena OT YYWJIMIIHHS TICHXOJIOT, Ype3 pa3roBOp OT
CTpaHa Ha IeJaror B IeTCKaTa IpajiiHa 3a CHHXKaBaHEe Ha HAIPEXEHUETO Yy JEeTEeTO.

6. Curnamusupar npu HeoOxoaumoct dupexius ,,CoruanHo noanoMarase’ mo
MECTO)KMBEEHE Ha JIeTeTO/yyeHMKa C IIeJl OLIEHsBaHE Ha HYXJaTa OT HacO4YBaHEe KbM
COLIMAJIHY YCIIYTH 3a OKa3BaHe Ha Mociie/Ballia moIKpena.

CucreMHMAT aAMMHUCTPATOP (CIYXHUTEN B 00pa3oBaTe/IHaTa MHCTUTYLMS WM HAaeT
BBHIIIEH CIEUAIIUCT):

1. Ocurypssa obmara 6e30macHOCT U (YHKIIMOHATHOCT Ha MpexaTa.

2. Ilpemara u npuiara MEpKH, OrpaHU4aBalllM JOCTbIIA HA JiellaTa U yYeHULIUTE J10
BpPEIHO WJIM HE3aKOHHO CBABPKAHWE W TIOBEJACHHWE B HHTEPHET B CHOTBETCTBHE C
JIeMCTBAIOTO 3aKOHOAATENICTBO Ha PenyOmnnka bearapus.

3. U3BbpmiBa mepuouyeH nperie] Ha KOMITFOThPHATA Mpeka Ha 00pa3oBaTeliHaTa
MHCTUTYLIUSl 32 HaJIMYUE HAa BB3MOXKHM 3alljlaXd U PUCKOBE 3a CUTYpHOCTTa Ha Jenara u
YUEHUIINTE TIPU paboTa B HUHTEPHET.

4. Cnenu Tpaduka, OCHIIECTBSIBAH Ype3 KOMITIOThPHATA MpeXa Ha o0pa3oBaTeHaTa
WHCTHTYIIHSI.

5. Ilpennpuema He3abaBHM MEPKH 32 IPEyCTAaHOBSBAHE Ha JJOCTHIIA HA Jelara 1
YUEHHIINTE JI0 HE3aKOHHO U BPEIHO ChIbP)KaHUE B MpekKara.

6. VYBemomsBa He3a0aBHO AMPEKTOPA HA JIETCKAaTa IPaJvHa/yUHIIUIIETO IPU CIIydau
Ha KHOEpPTOpMO3, HapyllaBaHe Ha TpaBWIaTa WM TPU YCTAHOBSBaHE HA HE3aKOHHO
ChIbpIKAHUE WU ITOBEIEHUE B MpEXKaTa.



7. CwsppeiicTBa 32 yCTAaHOBSIBAHE Ha M3BBPIIUTENIN HAa KUOEPTOPMO3 U IIpUjIara MEpKu
3a OrpaHMYaBaHE HA TAKUBA CIIy4au.

Yacr I1. [IpaBa u 0TTOBOPHOCTH HA POAUTEIUTE

Poaurtesaure nmat npaso jaa:

1. TlomywaBar mH(pOpMALKs 32 PUCKOBETE U 3aIJIaXUTe 3a 0€30MacHOCTTa Ha
TCXHUTC ACIa IIPpH pa60Ta B MHTCPHET B JACTCKaTa I‘pa,[[I/IHa/ YUUIUIOETO Y BKBIIU.

2. bwppar cBoeBpeMeHHO HHPOPMHUPAHH, aKO JIETETO UM € 00EKT Ha KHOepTOpMO3 B
JIETCKaTa rpaJInHa/ yIHIIHILIETO.

3. YuyacTBaT ChbBMECTHO C PHKOBOJICTBOTO Ha 00pa30BaTeIHATAa HHCTUTYIIHS MIPH
pa3pfiraBaHC Ha BCCKU KOHKPCTCH npo6neM, CBBbp3aH C HapylIaBaHC Ha IIpaBUjiaTa OT CTpaHa
Ha TCXHUTC AcLa.

4. VYyacTBart cbC CBOU MMPEATIOKEHUA B OIIPEACTIAHETO HA IIpaBUjIaTa 1 MCPKUTE 3a
0e301macHo M3MOI3BaHEe HA MHTEPHET B JIETCKAaTa IpajiiHa/yqHIIUIIETO.

5. Tlonmyuat undopmarus 3a THQOPMAIIMOHHO-CUTHAIM3AIIMOHHY MIIATHOPMHU KaTo
www.qdbop.bg; www.cybercrime.bg; WWw.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

PoauTesauTe HOCST OTTOBOPHOCT Ja:

1. TlomorHaT Ha AETETO CH Ja U3rpayd YMEHUS 3a OHJIAiH oOlryBaHe 1 0€30MacHO
U3II0JI3BaHE HA UHTEPHET.

2. OcplecTBIBaT NOCTOSHEH KOHTPOJI 32 CUTYPHOCTTA HA JIETETO CH B MHTEPHET.

3. IIposBABaT MHTEpeC KbM aKTUBHOCTTA HA JIETETO CH B MpEKaTa, BKIIOYUTEIHO U
Ch3JaBaHETO Ha MNPOPWIM B COLMAIHU MPEXH M PETUCTpallMM B CAaWTOBE U MOOUIIHU
NPUIOKEHUS, KaKTO U Ja pas3siCHAT IOCHEACTBUATA OT  Ch3JaBaHETO  W/MIHM
PasnpoCTPaHEHUETO HA ONPEIEIIEHO ChAbpKAHUE.

4. Ilpu ycraHOBsIBaHE, Ue JIETETO UM € JKepTBa Ha KMOepTOpMO3, 1a CUTHAJIM3UPAT Ha
otnen ,,KubepnpecrbnHocT” kbM ' 1aBHa nupekuus ,,bop0da ¢ opranusupanaTa npecTbIIHOCT
(http://www.cybercrime.ba/bg), WIIN LlenTnpa 3a Oe3omaceHn UHTEPHET
(https://www.safenet.bg/), kakro u Morat na morbpcar chieiicteue ot Jupekuus ,,CoruanHo
MOJIIOMaraHe’ Mo MeCTOXKMBEEHE Ha JIETETO C IieJl OKa3BaHe Ha ICUXOJIOTHYEcKa MOJKpena
Ha feTeTo. B To3m ciyuail TpsAOGBa ga yBeNOMAT’ M JMPEKTOpa Ha 0Opa3oBaTeNHATA
MHCTUTYLUS.

5. CbxpaHsBaT 3ApaBeTo HA JETETO, KaTO MPOCIEIBaT BPEMETO 3a U3IMOI3BaHe Ha
UHTEpHET.

6. VYBemomsaT mUpeKTOpa Ha 00pa3oBaTEIHATA MHCTUTYIIHUS, KOTATO UM CTaHE
U3BECTHO, Y€ JIETETO UM € OOEKT Ha TOpPMO3 OT JPYro JeTe, ¢ KOETO € B €IHO U ChIIO
YUUJTUILIE.

Yact Ill. O6mm npaBmja 3a (e3omacHo oOlIyBaHe B HHTEPHET 3a jelaTa H
yuyeHuuTe (a7aNTHPAHH 32 TSAX)

Kato ACTC W YUCHUK CbM [JIBKCH [Ja Cla3BaM CJICIHUTC IIpaBUJIa. Axo ce

1 Or cTpana Ha ob6pa3zoBaTeHaTa HHCTUTYLHA CI€ABa 1a ObJAT IPEAIPUETH HEOOXOJUMHUTE NEHCTBHSA POIUTEINTE
Ja OBIAT 3al03HATH C TEXHHUTE MpaBa U OTTOBOPHOCTH W C IpaBWiiaTa 3a Oe3omacHa paboTa B MHTEPHET, KOHUTO
JieraTa ¥ yYCHHIIUTE ca 3aIbJDKCHH Ja CIa3BaT

2 YBenoMABaHETO MOXE 1a ObJ€ B YCTHA WIM IIHCMeHa (popMa, KaTo 3a IPeANoYHTaHe € IHCMEHATa TaKaBa.


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.safenet.bg/
http://www.facebook.com/bgcybercrime
http://www.cybercrime.bg/bg
https://www.safenet.bg/

3aTpyJaHSABaM B TSXHOTO pa3OupaHe, Mora Ja Mojryda MoJAKperna OT POIUTEN WIH OT YIUTEN, 3a
1a MU ObIaT OOSICHEHU

1. [a e naBam In4yHa uH(OpMAIHS: ©ME, AAPEC, MApOJia OT SICKTPOHHA IOIIa,
npodun B conualHa Mpexa, JHUYeH TeleQOHEeH HOMep, JeTCKaTa IpaJuHa/yduIMIIeTo, B
KOETO yua.

2. Jla He maBam mH(pOpPMAIHS 32 MECTOpadoTaTa WIIM JTUYCH U CITy)keOeH TenedoHeH
HOMEp Ha POJUTENNTE, HACTOWHUIIUTE, OJIN3KUTE, MPUATEIUTE, ChYUYCHUITUTE U MTO3HATHTE CH
0e3 TSIXHO pa3pelIeHue.

3. Jla He m3mpamam u J1a He KauBaM OHJIAH CBOW CHUMKH M BHJIea, 0€3 MpeIr ToBa
1a € 00CHICHO U B3E€TO PEIICHUE C POAUTEITUTE MH.

4. Jla He w3mpalaM ¥ J1a He KauBaM OHJIAH CHUMKH U BUJCa HA IPUSTEIIH,
CbYYCHHIIH, POJHUHH, YUUTEIH, OIU3KHU, TIO3HATHU U Jp., 0€3 MpeIu ToBa Jia € 00CHIEHO C TAX,
a B CllydauTe, KOraro ce Kacae 3a MOW IMPUSATENH, ChYUYCHHUIIH, ]a € ChIIAaCyBaHO OT TAXHA
CTpaHa U C POJUTEIIUTE UM.

5. Jla He oTroBapsM M J]a HE OTBapsSM NMpUKaueHH (hailioBe HA €IEKTPOHHA ITOIIIa,
MoJIyueHa OT HEMO3HaT mojaTes. TS MoXe Ja ChAbpia BUPYC WIH Apyra 3JI0BpeaHA
mporpama, KOsTO Jia yBpenu KOMIIOThbpa/Tenedona/rabiaera ik Aa TO HAIpaBU YSI3BUM 3a
BBHIICH JIOCTBII.

6. Ile ce mochbBETBaM C pOIUTEIUTE CH/YUUTE, IPEIU J1a CBAJIS MIIM HHCTAIMPAM
HOBA MPOrpamMa/mpUIOKEHUE Ha KOMITIOTHD, TelnedoH, TabJaeT, KaKTo U HE MPaBs HULIO, KOETO
MOJXKE J1a YBpPEIH KOMIIOTHhpPA WM 4pe3 NaJCHO JICHCTBHE Ja Ce Pa3KpHUAT JaHHU 32 MEH H
CEMEUCTBOTO MH.

7. Hemrara, KOWTO TIpaBsi B HHTEPHET, HE TPSOBA J1a BPEAAT Ha JAPYTH XOpa WM JIa
MPOTHBOpEYAT Ha YCTAHOBCHUTE MPaBMIIa (YacT OT TAX Ca YPEICHU B 3aKOHH).

8. U3BecTHO MU €, 4e € 3a0paHeHo J1a Ce U3IO0JI3BA UYXKI0 MOTPEOUTEIICKO UME,
napoJja U eJIeKTpOHHA MOoIa.

9. Jla He muIIa ¥ Aa HEe KaYBaM HHIIIO, KOETO MOXE JIa € OOMIHO WJIM YHU3UTEITHO 32
MEH WJIH 3a IPYTH Xopa.

10. He3abaBHO mHpOpMUpPAM BB3pACTeH (POIUTEI, YIUTEI, JUPEKTOP,
MeTarOTHYECKH ChBETHHK), KOTATO MOMaHa Ha MaTepHad, KOUTO M€ Kapar Jia ce€ YyBCTBaM
HEyIOOHO WJIM Ha MaTepHaId C BPEAHO WM HE3aKOHHO ChIbpKaHHE, KOETO MOXE J1a ObJle
nopHorpadusi, MPOMOBSAABAHE HA HACHUJIME W TEPOPU3BM, ETHHYECKA U PEeIUruo3Ha
HETOJIEPAHTHOCT, ThPTOBHSI C HAPKOTHIIN, Xa3apT U JIp.

11. [la He oTroBapsiM Ha CHOOIICHUS, KOUTO Ca OOUIHHM, 3aIIAIIUTETHH, HEMPUINIHH
WIM M€ Kapar Ja ce 4dYyBcTBaM HeynoOHo. HMHbopMupam poauTeNnTe CH/KIACHUS
PBHKOBOJIUTEIN, YUYUTEI, AUPEKTOP, IEAATOTUIECKH ChBETHUK 32 TAKHBA CHOOIIECHUS.

12. Ako HSKOH Me 00¥IK/1a I TOPMO3H OHJIAMH, HE OTroBapsM. JlokimaaBam ro Ha
OTTOBOPEH BB3PACTEH (POJIUTEIN, YUUTEIN, TUPEKTOP, NEAAroTHYecK ChbBETHUK). Mora u cam
Ja JOKJaJBaM, Karo TIOJaM CHTHaJl HAa caMus CalWT WIM Ha TIOCOYCHUTE aJIPEeCH:
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; wwwe.safenet.bg u ro 6iokupam. {oOpe ¢ ma Hampaps
BeHAra eKpaHHa CHUMKa (CKPHIHIIOT) HAa CHOTBETHHS Pa3rOBOP WU ChIbpPXKAHHE KaTo
SJICKTPOHHO JIOKA3aTeJICTBO, KOETO IMpeJaBaM HAa OTTOBOPEH BB3pacTeH (POAMTEN, YUIHUTEl,
JUPEKTOP, MEAArOTHUECKU ChBETHHK).

13. BammaBawm, korato pasroBapsm B 4at. [lomus nmpasmio Nel: e xopata oHaitH He
BHHArM ca Te3H, 3a KOWTO C€ MPEJCTaBAT M MOTar Ja ThPCAT ompejelieHa MHpopMaius, ¢
KOSTO JIa 3JIOYMOTPEOSAT ¢ MEH WK ¢ Apyrute Xxopa. [IpaBumo Ne2 e ue He mpaBsi HHUIIO Ha
JpyT 9YOBEK B MpexkaTa, KOETO He UCKaM JIa MU Ce CIIyYd U Ha MEH.

14. Axo ce cnyun na monagHa Ha HHGOPMAIIHS WIH IPYTo ChIbpikaHue B Mpexkara,
KOETO HE MU XapecBa WM M€ IUIallM MO HSIKAaKbB HAYWMH, MOra Ja TMoJaM CHUTHal Ha
NneHoHomHaTta u Oe3ruiatHa HanwmonanHaTta TenedgonHa nuHHS 3a aemna 116 111, na otaen
,,Kuoepnpecrornuoct* Ha ['JIBOIT (http://www.cybercrime.bg/bg), na IlenTbpa 3a 6e30macexn
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MHTEpHET Ha ajxpec: Www.safenet.bg, winu Ha Texaus Tenedon 124 123, unu npe3 4ar-mMoysia
Ha Www.safenet.bg .

15. Tps6Ba na HE MpUEeMaM CpeIIH C JINIA, C KOUTO ChM CE 3all03Hai/a B MHTEPHET,
OCBEH ClIe]l ChIJIACHeTO Ha poautenute MU. [loMHs, 4e XopaTa, ¢ KOMTO CE€ 3alo3HaBam
OHJIal{H, HE BUHArW ca Te3H, 32 KOUTO ce mpezacTaBaT. ONUTBaM ce BHHArH J1a MPOBEPsIBaM
Jla]Ti 9YOBEKBT OTCpElla HAUCTHUHA € TO3H, 32 KOrOTO C€ MPEJCTaBs 4pe3 MPOBEpKa 10 UME,
UMEJI, CHUMKa U KOHTPOJIEH BBIIPOC, Ha KOWTO OM TpsOBaio 1a 3Hae OTroBOpa, ako €
HaucTUHA TO3U. [Ipu CbMHEHHUE MOXKe Jla TI0JlaM CHUTHAJI WU JIa TOThPCS ChBET Mpe3 caiiTa Ha
LlenTbpa 3a 6e3omacen uHTepHeT WWW.safenet.bg.

16. M3non3BaM HacTpOHKUTE 32 OE30MIACHOCT U 3alllUTaTa Ha JIUYHUTE JTAaHHU Ha
COLIMAITHUTE MPEXKH, MOOMIIHUTE MPHIIOKEHHS U Opay3bpuTe.

17. Wznon3Bam ¢yHKIUATA 32 Oe30mMacHO chpdupane. Jla He moceniaBam caiToBe B
MHTEPHET, KOUTO Ca ChC ChbpPIKaHNE, HEMOIXOASIIIO 32 IETCKA ayAUTOPHSI.

18. M3non3Bam TpyaHH (IBJITH, C TIIABHU U MAJIKK OYKBH, IU(PPH U CIICIIHATHA
3HAIM) U Pa3JIMYHU 32 BCEKU CalT MapoJu.

19. M3non3BaM aHTHBUPYCHA ITpOrpama, KOsTO CIIe/IBa PEIOBHO Jie ce OOHOBSIBA.
3aeqHO C OTTOBOPHHUTE BB3PACTHH (POAUTEIN, YUUTEN, AUPEKTOP), MOIBPKAM IOCIECIHUTE
aKTyaJIM3UpaHU BEPCHU Ha BCUYKH MPOTPaMU M MPUIIOKCHUS.

20. Axo mom3BaM 0o0IIM KOMIIOTPH, BUHATH MTPOBEPSBAM JAJIH ChbM H3IISA3bJ/H3IIs371a
OT Tpoduiia cH, Cliel KaTo CBbPIIM 4Yaca. B ciyuaii, ye Hamepsi yCTpOMCTBO, Ha KOETO JIPyT
YUeHHK € paboTui, HO He € 3aTBOpHJI mpoduia cu, BegHara Ime u3issa 0e3 Ja Mperyiexaam,
MpOMeHsIM WiH 100aBsM nHpopmanus B mpoduia my.

21. TpsbBa ma ©MaM MPEABH, Y€ KOTaTo IyOJMKyBaM HEBSIPHA M M30MaueHa
uHpOpMaIKs 3a IPYT YOBEK, TOPH C sICHATA MHUCHJI, Y€ TOBA € IIera, TOBA MOXE J1a JOBE/C 110
370yNOTpeda U 10 HEMPUATHU MPESKUBIBAHUS 32 TO3U YOBEK.

CBbBETHU 3A 3IPABETO

3a 1a paboTUTE Ha KOMITIOTHP, 0€3 J1a YBpEeIUTe CBOETO 3/JpaBe, pelyBail BpeMeTO CH B
OHJIAMH U o(JIaliH cpesia, KaTo Cria3BalTe CICIHUTE MPaBUIa;

3A JJA HE YBPEJUTE 3PEHUETO CH:

3a 1a He yBpeaAuUTe 3pEHHETO CH:
Pa3CTOSIHUETO MEX/Ty OYMTE U MOHHUTOPA TPsiOBa Ja OBJIe OKOJIO MOJIOBHH METHP;

Pa3CTOSHUETO MEX/1y OUMTE U KJIaBUaTypaTa Jja 0b/ie OKOJIO MOJIOBUH METHP;
BbPXY MOHUTOpA HE TPsIOBa J1a Momaja npsika CIbHYEBA CBETIINHA;
He paboTH B cTas, KbJIETO UMa CMECEHA CBETIIMHA — CITbHYEBA U U3KYCTBEHA;

BpPCIHO 34 OYUTE €, aKO 3a MOHUTOPA Ja UMa IIPO30PCIL oe3 I0pH U 3aBCCHU,

AN N N RN

3a Ja OTIOYMBAT OYHUTE, OT BPEME HAa BpEME OTMECTBAWTE IOrjeAa OT MOHHMTOpa H
MOTJIeKIall Mpe3 Mpo3opelia Uik KbM Hal-JalledyHus Kpail Ha cTasiTa BbpXY JlajeueH 00eKT;

<

CIWH IIBT B roguHaTta HpOBCp}IBaﬁ 3PCHUCTO CH IIPHU OYCH JICKAp (O(I)TaJ'IMO.HOl").

IIpu pat6ora ¢ ki1aBuarypara:
v’ He nperbBail KUTKaTa, KOraTo IHIIIEN;
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v/ CrbBaif JICKO PHCTUTE HA PHKATA U OTITYCKail Majena;

4 L[06pe € J1a U3I0JI3Ball KilaBHuaTypa ¢ KJIaBUIIX, KOUTO Ca 101 JICK HAKJIOH.

IIpu padora ¢ MUIIKA:

v MUIIIKaTa TPsOBa 1a ObJe ¢ pa3Mepa Ha JJIaHTa;

v HE JBMKH MUIIIKAaTa CaMo C MaJiella U MaJKusl PbCT;

v [IOJI3Bal MMOAXOAIA IOUIOKKA 32 MUIIIKATA.

Meobeanre

v CTONIBT TpsiOBa na ObJe Ha KOJeNa, C peryJupyeMa BHCOYMHA Ha CeJajKaTa H

obJyerankara, KOATO TPsiOBa J1a OCUTYPH OIOpa HA TPhOHAYHMS CTHJIO B 007acTTa HA KPBCTA;

v 610poTO TpsiOBa 1a OB CTAOUITHO M YCTOMYMBO HAa BHOpAITUU.

CXEMA 3A YBEJIOMSBAHE B CJIYYAW HA KUBEPTOPMO?3

CucreMeH aMHUHUCTPATOP
(cmy>xuTen WK BhHIIECH
CIIELIHAIHCT)

VYuuren, Bp30UTaTE]I,
PBKOBOIUTE
Hanpasienue UKT,
JTUPEKTOP, NMEIarOTUYECKH

Jupekrop

CcrIeouaanucT

-

\_

Otnen KubepnpectpmHocT

Hauunonanga tes. nuHuA 3a

T JIBOIT

www.cybercrime.bg 4
ten. Ha LleHTsp 3a
0e30maceH UHTEPHET
124 123
www.safenet.bg

nema 116 111 J

Ponuren,
HACTOMHUK,
IIOIIEYUTE, APYT
roJjaraini rpuxu

3a JIETETO

\4

Jupexuns
,,COITHAITHO
noamnomMarane’
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KPATBHBK PEYHUK U JOIIBJIHUTEJIHU CbBETU:

KAUYBAHE U CIIOAEJISIHE HA CHUMKMU — CHuMKY WK BUJEO HA JIETE, YUCHHK,
POIUTEN, YUUTEN, AUPEKTOP, ICHUXOJOI, PECYpCeH YUuTelsl, ONM3KH, NPUATENH, MO3HATU WIIH
HEINO3HATH JIMIa ca MMyOJUYHO JOCTHIIHU U300paKeHUsl B UHTEPHET, KOMTO MOraT Jia ca KaueHU
OT POJUTEIINTE WIN APYTU WICHOBE HA CEMEHCTBOTO, NPUATENIN, CbYYEHULU U Ap. Te3u, KouTo
ca M CHOJENWIN/KaulId B MHTEPHET, MOKE Jla MMaT M3I[UI0 JoOpU HAMEPEHHUs: KbM HEro/Hesl.
Koraro ce kacae 3a CHUMKH, Ha KOUTO HE CT€ aBTOp, ChILIMTE HE Morar Ja ObAar MOJ3BaHU U
NOMyJISIpU3UpaHn 0e3 ChIVIacueTo Ha TexHUs aBTop. Ho TakoBa chbIbp)kaHuE MOXE Ja
HaKbpHABA JINYHOCTTA U JOCTOMHCTBOTO HA JULETO. [[penopbuuTenHO € 0 HUKAKbB MOBOX Ja
HE C€ KayBaT CHUMKM Ha J€Te, 3a KOMTO MMa W HAW-MaJIKOTO CbMHEHHE, 4€ MOrar Ja My
HaBpeIsaT U 0e3 HeroBo cbryiacue. CHOAENSHETO HA CHUMKHU € YEeCTO CpEIlaHO SBJICHHE B
COILIMAJIHUTE MPEXKH, 3aTOBa OCHOBHA NpENOpbKa € MOJAOOHM CHHMKH Ja CE€ CHOJCNAT CaMo C
XOpara OT CIMChKa C MPHUATEIN Ha YOBEKa, KOWTO MCKa J1a Kayd CHUMKaTa, ¥ Olle Mo-100pe —
caMmo C rpynara Ha Hai-OJIM3KH MPHUATETH OT PeaHus )KUBOT. BakHO €, KOraTo ce CHHMa ChC
cMapTQOH, J1a ce yBEpUTE, 4Ye CHUMKHUTE HE C€ KauBaT aBTOMaTUYHO B IpOQuiia Ha POAUTEINS WIH
JeTeTo B caiitoBe kato MHcTarpam Hanpumep. B npoduinre cu B counaiHuTe MpexXH TpsiOBa /1a
CT€ CUTYpHHU, Y€ CT€ HACTPOUJIM JOCTBIA 10 CHUMKUTE CU TakKa, 4e€ Ja C€ BIKIAT CaMoO OT
npusitenure Bu. CpmoTo ce oTHacsd M 3a HAaCTPOWKHUTE Ha OOJAYHU YCIYrHM, B KOHUTO C€
ChIbPKAT CHUMKH U UHPOpMALUS.

DAJIINIMBU HOBUHM - Cr3natenute Ha (aaiMBA HOBUHU M3M0JI3BAT TPAJAUIIMOHHU
MEIMIHM TOXBaTW 3a IMPHUBIMYAHE BHHUMAHUETO HA YHUTATENSA, HAIPUMEDP MPOBOKHUPAIIN
3ariaBHsl, HO yCISBAT Jia ro 3a0JyasaT M Ja ro Hakapar Ja MOBsSpBa, 4ye MHPOpMAIUATA, KOSITO
yeTe, € HICTHHCKA.

Kak na pasno3naem ¢ajimmBuTe HOBUHM:

e [lpaBere paznuka Mex1y XyMOPHUCTHUHU U CEPUO3HU HOBUHAPCKHU CAaUTOBE. 3anuTaiTe ce —
[IO3HABaTe JIM MeIusATa U MMare Ju u nosepue? IlpoBepere manu 3ariaaBUETO, KOETO YECTO €
IPBMKO ¥ IOMIIO3HO OTTOBaps Ha ChJIbP’KaHUETO HA HOBUHATA;

e [IpoBepere nanu )KypHAIUCTHT € MOCOYMII KOHKPETHO U3TOYHMKA Ha MH(OpMAIHs WIH
unHpopmanuara ce Oazupa Ha japyra crarusg. IIpoBepere nanyu OCHOBHHUSAT HM3TOYHUK Ha
uHpopMalus € JAOCTOBepeH. BuHarm mornexjaiite HauanoTo WIM Kpas Ha CTaTHATa, KbJETO
OOMKHOBEHO € MOCOYEeH M3TOYHUKBT Ha MHpopManusi. AKO ce Kacae 3a MH(popMalus, KOSITO
MPOU3/IM3a OT JIbpXKAaBHA WHCTUTYLMA, IpoBepeTe opuIMaaHaTa i CTpaHMLa Aaidu (QuUrypupa
Ta3u HOBHMHA WIM NOTHPCETE EKCIEPT MO TeMara OT JaJeHaTra MHCTUTYLHA. AKO HE € ITOCOYEH
W3TOYHHUK, € PEJIHO Jla CE ChbMHSBATE B JIOCTOBEPHOCTTAa HAa HOBHMHATa. B moBeueTo gocTtoBepHU
MaTepHalii ce IMocoYBa HauMHAa Ha ChOMpaHe Ha MH(OpMalusATa W aBTOpa Ha MyOJMKaluUsTa.
[IpenopruuTenHo € ga ce cpaBHU MHPOPMALIHATA, aKO € MyOJIMKyBaHa B Pa3IMYHA U3TOYHUIIH,

e AKo romajHeTe Ha cTaTHs, MyOJUKyBaHa B HEMO3HAT 3a Bac 6Jior, a HHpOpMalusaTa He €
THpakKupaHa HUKBJE APYyraje, TOBa € 3HaK, 4e HOBUHATa Moxke Ou e ¢anmuBa. Bunaru tepcere
U JIpyTd pe3yiaTaTM 1O TeMaTa, a ako Te ca MajJKo WIM HHUKaKBH, MO-100pe He
pa3npocTpaHsBaliTe HOBUHATA;

e [IpoBepere natara Ha myOIMKaNMATA, Thi KATO YECTO CTAPU M HEAKTYaJIHH HOBHHU Ce
IIyCKaT KaTO HOBH.

OHJIAMTH (KUBEP)TOPMO3bT npeicraBisBa H3MOI3BAHETO HA MHTEPHET 3a
HaHACSHE Ha €MOIMOHAJHA Bpeja BbPXY APYTH Xopa. TOpMO3BT B MHTEPHET MOXE J1a MMa
paznuunu ¢opmu. Tolt Moxke na MHHAaBa Mpe3 pa3MpOCTpaHsSBaHE HA IMOJAUTPABATETHU H
0oOMJTHA CHUMKH Y BHJICOKJIUIIOBE B CATOBE 3a CIIOJCIISIHE HA BUCOCHIbP)KaHNE KaTo Vbox7



u YouTube, cp3maBane Ha ¢anmmBu NPOPHIN ¢ OOMIHO ChIAbP)KAHUE B COLHMATTHH MPEXKH
kato Ask.fm, ®elicOyk u MHCTarpam, KakTo ¥ B ChOOIICHUSI U M300PKCHUS B PUIIOKEHUS
3a KoMyHHKanus karo Ckaiinm u BaiiObp, unm B m3mpamaHeTo Ha OOMAHM CHOOIICHUS U
KOMEHTapH, B CHIIUTE CAWTOBE U IUIATPOPMH.

KPAKBATA HA ITPO®WUJI (xakHaT mpo¢ui1) mpeacTaBisBa MPUCBOSIBAHETO Ha
gy MOTPEOUTENCKH Tpoduia B COIMAIHA Mpexa, rmiaTdopma 3a oOIIyBaHe (HAIpUMeEp
DeiicOyK), enexTpoHHa noma Wik apyr cait. Kpaxbara ctaBa Bb3MOKHA 4pe3 BIHM3aHE C
NpaBUJIHATA Tapoja M HEHHara MoJMsSHA C HOBAa M HEM3BECTHA 3a 4YOBEKa, Ha KOTOTO
npuHaIexxu npopunbT. Bb3mMoxkHOo e cimex kpaxkbara npogmuibT Aa ce u3MNoi3Ba 0e3
3HAaHUETO M CHIVIACHETO HAa IbPBOHAYAIHUS COOCTBEHHK. AKO Ha JIETE MOJ 33AbJDKUTENHATA
3a MOBEYETO COIMAIIHA MPEXH Bb3pacT OT 13 ronuuu (Ta3u BB3pACT € Takapa, 3alllOTO I10-
roJsiMaTa 4acT OT MOIYJIIPHH COLIMATHU MPEXH ca aMEpPUKAHCKH U TpaBUJIaTa 3a MOJI3BaHE ca
CbOOpa3eHn € aMEepUKAHCKOTO 3aKOHOIATENICTBO) C€ Ch3JaBa COOCTBEH Mpoduil BbHB
DelicOyk, MHOTO € BaXKHO Ipu M300pa Ha BB3pacT aa ce uzdepe noa 18 roguuu, Thil Kato 3a
HEI'BJIHOJIETHUTE MOTPEOUTENN UMA BaXKHU JTOMBIHUTEITHH 3aIIUTH.

KPAXKBATA HA JIMYHU JAHHM e Buj KOMOIOTHPHO MPECTHIIEHUE, IPU KOETO
ce MpUIOOMBAT YYXIW JIMYHU JaHHU C IeNl (PMHAHCOBA M3MaMma WM 3j0ymorpeda Karo
TerJieHe oT 0aHKOBa CMETKa, WM KaHIUAATCTBAHE 3a KPEIUT OT UyKA0 ume. Ta3u omnacHocT
10 TIPUHIUIT HE 3acAra MO-MaJIKUTE JIella, KOUTO HE MPUTEKABAT JIUYHHU JOKYMEHTH, OaHKOBU
cMeTKH unu kKaptu. Ho mpu TuitHemxbpuTe Hajn 14-roauinHa BB3pAcT TO3M PHUCK CTaBa
aKTyaJieH.

OUIINHI' ATAKHUTE ca naii-paznpoctpaneHata ¢opma Ha MHTEpHET n3Mama u
IIMPOKO H3MOJI3BaH TMOXBAaT OT KOMIIIOTHPHH MPECTHIIHUIM 3a IMOJlyyaBaHE Ha Ba)KHA
nHpopmanusa. ToBa mpecTbiieHne ce Hapuda ,,¢pummHr’ (,,phishing” — "3apubsBane”,
npousnuza ot fishing — puboIOB), 3al0TO €NEKTPOHHUTE CHOOIIEHUS, KOUTO C€ pasmpaniar,
ca KaTo ,,BBAMIM’ C OCHOBHA IIeNl IMOJy4YaTeIWTe Ja Ce ,,XBaHAT Ha TAX IHOpaad CBOSTA
HEOMUTHOCT M HEOCBEAOMEHOCT, Karo MM oOTroBopsar. llpum ¢ummHra wnamamMHULUTE
pasmpariar eneKTpOHHa TOmla, KOSTO NMpEeTeHAHMpa, Y€ WABAa OT TMOYTCHAa KOMITAaHUS U Ce
onuTBa Ja yOeau moaydarens Ja Jajie BakHA JHM4YHA WM (UHAHCOBa WH(OpMalHs.
EnextpoHHOTO CHOOIIEHNE OOMKHOBEHO MOJH Ja C€ M3NPATAT JMYHU JaHHW W JaHHU 34
0aHKOBa CMETKa B OTIOBOp MJIM Jla C€ BbBEAAT Ha yeOCalT, KbM KOWTO MMa Bpb3Ka. Te3n
JIAHHU ca HalpuMep NOTPEOUTEICKH NMEHa, TApOJId K HOMepa Ha KPEIUTHU KapTH.

KAK CE ITA3APYBA BE3OITIACHO B UHTEPHET? Ilpeau na nazapyBare oT
€JIEKTPOHEH Mara3uH, € MOJIe3HO J1a oObpHEeTe BHUMaHME HaJIM4HA JIM € HHpopMmaius 3a
uMeTo, aapeca M TeneoHa Ha Thproena. He mpomyckaiiTe na npoBepuTre U Jald
JOCTaBYMKBT € MOCOYWJI M3PUYHO NMPaBOTO BM MO 3aK0H J1a ce OTKaXeTe OT MOopbukara B
pamkute Ha 14 nuu. [lomesHo O6u Omio na mpoderere BbB (DOPYMUTE OT3UBH OT JPYTH
noTpeOuTeNN, KOUTO BeUe ca Ma3apyBajy OT BIIPOCHHS €JIEKTPOHEH Mara3uH, KbM KOITO cTe
ce Haco4ywid. ThproBenbT € AnbKeH Ja Bu mHpopmupa 3a OCHOBHUTE XapaKTEPUCTHKU Ha
BCSKa OT INpeajaraHuTe OT HEro CTOKU M yciyru. Toil TpsOBa Ja 1mocoud TsIXHATa IeHa C
BKJIFOUEHU BCUYKH JAHBIU U TAKCH, KAKTO U CTOMHOCTTA Ha MOLEHCKUTE WK TPAHCIIOPTHUTE
pa3xoau, ako He ce BKIIIOYEHHU B KpaiiHaTa 1eHa. Ha caiita cienBa qa Objie mocodyeH HauuHbBT
Ha IUIalllaHe, JOCTaBKa M M3IIBJIHEHUE Ha JI0roBopa. Bamie mpaBo e a BbpHETe, 3aKyleHaTa
OT €JIEKTPOHEH Mara3uH CTOKa, ako ce oKaxe AedekTHa. Pexnamarusra cu 3a JeekTHa CTOKa
clie[iBa J1a MpeAsBUTE B HIKOM OT OOEKTUTE Ha ThProBella, OT KOWTO CTE S 3aKyMuiau. AKO
THPrOBEIbT yBaXH pekiamanusra Bu, B pamkuTe Ha Mecel TpsOBa WM Ja PEeMOHTHpa
6e3rutatHoO 3a Bac crokara unu Aa s 3aMeHu ¢ HOBa. B ciyuail ye He ycrnee Jja CTOpH €AHO OT



ABCTC, CJICABA UJIM Ida HaMaJIu 1€HATa, WJIHW Ja BbPHCTC CTOKaTa, a TOH Ja Bu BB3CTaHOBH
3arraTcHaTa 3a HEd CyMa.

SAIUTA HA KOMITIOTBPHUTE MPEKH OT OITACHA EJIEKTPOHHA IIOIIIA

1. He Tpsi6Ba na ce mposiBsiBa MHUIIMATHBA 32 MOJy4YaBaHE HA UMEII MUCMa, HHTEPHET
CTpaHMIIM, KOMTO IpeAaraT 0e3iaTHU UK IJIATEHU YCIYTH U CTOKH, YECTO IpeJlaramiy sa
BU M3IPATAT MPOMOLIKH 10 e-mail. OTKaxkeTe TakaBa yciyra.

2. Nmeiin anpechT ce crozens camo npu Hyxzaa. Koraro ce mpenaBa 1o eavH WU
JpyT MOBOJI, CE€ BHUMAaBa 3a CJIEJAHUTE JBE HEIlA: II'bPBO JaJld OpraHU3alusaTa WM YOBEKbT,
KOHUTO IO IOJy4aBarT, Ill€ BU M3IPATH HEXKEJNaH HMEII; BTOpO, MOXKE JIM Jja Ce pa3uuTa, ue
UMEI aipechT HAMA J1a ObJe Ja/ieH Ha TPETO JIULE.

3. He ce otBapsAT umMmeilnnTe B HexeNlaHa noia. Hukora He ce oTBapsiiTe NpuKaueHU
(aiinoBe B chOOIIEHUS OT HEMIO3HAT U3Mpaiiad. AKO He ce M03HaBa UMETO B moJieto ,,O1”, He
OTBapsITEe MpUKAYCHUS (aii.

4. Axo ce Moiy4d HEOYaKBAHO CHOOIIEHHE ChC CTPAHEH MpUKaueH (paia OT Mmo3HaAT
u3lpam@ay, To OW MOrjao Ja ChbAbpKa BUPYC. MHOro 3JI0OBpEeAHHM MpOrpaMu ce
pasnpocTpaHsBaT 10 BCHUKM KOHTAaKTH, KOUTO HAMEPAT B IOLIATa HA 3apa3eHUs KOMITIOTBD.
TakuBa cbOOILIEHHS YECTO UMAT CTpaHHA TeMa WIM UMe Ha IpukadeHus ¢aitn. Yecto ToBa e
[IETOBUTO CHOOIIEHUE, HAChPUABAIIO IIOJNydYaTeNisi Ja BHUAM KApTHHKA WM Jla TPOYeTe
IpUKayeH TEKCTOBU (pailn. BuHarum m3uckBaiiTe MOTBBPXKICHHE OT H3Ipalaya, mpeau 1a
OTBOPUTE CHOOIIEHUE UM MTPUKadeH (paiiia OT TaKbB BHUI.

5. IlpoBepsiBa ce MBIHOTO MMe Ha HpukadeHus ¢aiul. CKpUTUTE pa3lIUpEeHUst OT
uMeTo Ha ¢aiia Morar aa 3a0iynsaT Ja OTBOPUTE 3apa3eH MpuKadeH (aiinm or umeilna.
Bunaru ce mpoBepsiBa Jany MMEHJI NPUIIOKEHHUETO IOKa3Ba I'BJIHOTO MME Ha IpPUKAYEHHUs
(aiin, BKIIOYUTEIHO pa3MIUpeHueTo. Bupycu u uepBen Morar ga ce CbIbpXKar BbB (aiiiiose,
KOUTO M3IVIeXKJAT KaTO KapTHUHKH, HApUMep ¢ pasmupenue .jpg. Ho e Bb3MOXKHO J1a umar
CKpPHUTO pa3lIMpeHHe, KaTo .eXe WM .vbs KbM HMeTO Ha (ailima, KOeTo O3HayaBa, 4e
NpUKaueHUIT (aill He e KapTHHKa, a mporpama, KOsTO Ille Ce CTapTUpa, LIOM CE€ OTBOPH
MpUKadeHus (pai.

6. BuumaBa ce c¢ (QammuBuTe mnpeaynpexaeHus 3a Bupycu. QDanmmBuTe
MIpenyNpexaeHNs 3a BUPYCH ca U3BeCTHHU Kato "hoaxes". ToBa e anmmBo cho0LIeHHE, KOETO
MOJIBEXJIa MOTPEOUTENINTE J1a BSPBAT, Ye ca MOJyYWIM BUPYC U TW HachpyaBa Jia MpenparsT
MpeNyNpPEexTCHUETO Ha BCEKH, KOTOTO MMO3HABAT.

7. He otBapsiiTe umeiln, cbabpall HexenaHa pekiama. Toll Moxe na Obae
M3MOJI3BaH 3a MpeHacsiHe Ha BUpYcH U yepBeru. OT choOpakeHUs 3a CUTYPHOCT Ou TpsiOBaio
Jla M3TpUBaTe BCHUKM PEKJIaMHHU CHOOLIEHMs OT HEMO3HAT M3Mpallad BeiHara, 0e3 Ja ru
OTBapsTe.

8. He ce m3mon3Ba camMo egHa NOIIEHCKAa KyTHd 3a BCHYKO. CHIENHMaIMCTUTE II0
KHOEpCUTypHOCT MPENOPHUBAT Ja C€ OTKPUBAT HAKOJIKO Pa3IMYHU MO U Ja C€ Pa3AessaT Mo
IIpeIHa3HAYECHHE.

9. M30srBaiiTe ChIIO Taka Ja MpenpamiaTe MHUcMa MEXIy HIKOJIKO Balld TMOMICHCKU
KYTHH.

10. He e mnpenopbuuTeNnHO na ce€ TMpenpamar MUCMa /0 HSIKOJIKO YOBEKa
enHoBpeMeHHO. Oco0eHO TakHBa, OT THIA - "penpaTere ro 10 7 YOBeKa M 1€ BU CE CIy4d
Hemio Xy0aBo" win "moMoruere Ha OOJIHOTO MU JIeTe, KaTo MpenpaTuTe ToBa MUCMO Ha MHOTO
XO0pa, €1M KOW CHM Ille MU JaJe 3a BCEKM 3 uMMeina 5 ueHra, Hanpumep. Tesm nucma ce
pasmpocTpaHsBaT ¢ Il ChOWpaHe Ha JEHCTBUTEIHU WMEHIT aJpecH, Thil KaTro Mpu
mpernpaiiane, KbM MHUCMOTO ce J00aBAT aBTOMAaTHYHO U aJPECUTE HA MPEJIHUTE MOTyJYaTeNH.
Crnen HSKOJKO MpenpaiiaHusi, B €IHO TaKoBa MUCMO Ce€ ChbOMpAT HSAKOJIKO CTOTHULHU pEeallHu
UMEI ajipeca, KOUTO CJIe]] TOBa ce MpoaBaT Ha (PUPMHU 3a CIIaM.



11. Ako Bce mak McKare Jia MpenpaTuTe HIKaKbB TEKCT WM WH(POpMAIHs, KOSITO CTe
MOJYYHJIH, KOMTUPAUTE TEKCTA U IO U3NpaTETe KaTo HOBO NcMo. He mpenpamaiite npeaHoro,
BBIIPEKH Y€ € MPUMaMIIMBO MO-JiecHO. Taka 1e mpeanasure NpusTeIuTe Cu OT ObJICH CIIaM.

12. Axo mopaau HsAKaKBa MpUYMHA TBPKUTE A MPENpPaTUTE OPUTHHAIHOTO MHUCMO,
cnoxere agpeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOW OT MOJTy4aTeIuTe
HsAMa Ja BUIM aJpecuTe Ha JApyruTe noiydartenu. [Ipuumbara ga ro usmoi3BaTe HE € Ja
CKpHETE MOTY9YaTeIUTe SIUH OT JIPYT, a Jia TU MPeANa3uTe, B CIydaid ue aapecHaTa KHUTA UIu
€JIEKTPOHHATA TOIA Ha HSIKOM OT TAX CTaHE JOCThIIHA HA cHam-00T (Hampumep Mopaau
BHUPYCHA UH(PEKIHS HA KOMITIOTHpPA MY ).

13. Ilewan6a ot notapus: He cte crnedyenuian. CiaMbpUTe U3MON3BAT HaW-pa3IMuHU
MpUMaMIIMBU 3arjlaBus HAa THCMara, 3a Ja HakapaTr TojydyaTelis Ja Td OTBOpU. MHOTro
MOTPEOUTENN HAaUCTHHA OTBApAT MOAOOHM mucMma. Jlopu cien oTBapsHETO BeaHara jJa ro
W3TPUETE, CAMOTO OTBApsHE HA MHCMOTO OM MOTJIO Jia MOTBBP/IH, Y€ aJIPEChT € PeajicH U BHE
CT€ I'0 MOJIY4UIIH.

14. OrnucBa"e OT OIOJIETHH, 32 KOMTO HE IOMHHUTE Ja CTE€ Ce 3amucBaiu. Yecto
CpeliaH METOJ, M3IO0JI3BaH OT CIaMbpPUTE 33 HAMUpaHEe Ha aKTUBHUTE MOUICHCKU aJpEecH.
Wznpama ce OwJieTUH C JIMHK 3a OoTnHCBaHe (yK) OT mosiydaBaHeTo mMy. OTHuCBaliKu ce,
BCBIIHOCT MOTPEOUTENAT MOTBBPKIABa, Y€ M3MOJ3BA MOIIEHCKATa KyTHs, C KOETO BeAHara
BJIM3a B cIlaM JIUCTUTE. BMecTo na ce ormucBaTe, OJOKMpaidTe MOJyYaBaHETO HA MHCMa OT
TO3U aJipec.

15. He otBapsiite nucma, KouTo ca (UIUIMHI aTaku. Hail-noOpusaT HauMH na ce
3alUTUTE OT (PUIIMHT aTaKu € KaTO HUKOTra He OTBapATe (PUIIMUHT MUCMa, HO YECTO € TPYAHO
Jla ce pa3no3Hae Koe MUcMo € puImHr araka. Mo)keTe J1a TH pa3no3HaeTe 1o:

e O6pswmienueto e "Dear Customer" win "Dear User", a He Bamero ume.

¢ B nucMoTo niuiie, ye akayHTHT Bu 1ie Ob/e npekpaTeH B ciayyail, ue He OTBBPIAUTE
JTaHHWUTE CH He3abaBHO. /Hackopo cmamMbpuTe M3MOI3Baxa mono0eH moxsar koraro CKaiIr ce
cpuHa 3a 1 gen. Pasnpoctpanuxa cboOIIEeHHUs, Y€ CKAlN 1€ YUCTH HEaKTUBHHU aKayHTH U Ce€
HCKaIIIe /1a Ce pa3npaTu choOIIeHHEe Ha TToHe 15 moTpeduTens, 3a 1a ce J0Kaxe akTUBHOCT./

e VIMelIbT UBa OT aKayHT, IPUIIUYAIL, HO HE €HAKBB C TO3H, KOUTO MU3MOJI3Ba
u3BecTHa GupmMa, OpraHusanus 1 ap. AKO HE CT€ CUTYPHH Jalld MUCMOTO € (DUIIMHT WU HE,
Hal-100pe € Ja He OTBapsTe JIMHKOBE, KOUTO ca MyOJIMKyBaHW B HEro, a Jia HalWIIeTe Ha
pbKa ajipeca Ha caiiTa, KOWTO BH € HEOOXOIUM.

¢ AKO cTe TOIyYrJIH TaKOBa MMCMO, 32 MPEAMOYUTAHE € J1a OJIOKUpare axpeca, OT KOUTO
e m3npareno. Koraro ro 6imokupare, Bue maBate ykazaHus Ha MOIIEHCKUAT KJIIMCHT, Y€ TOBA €
craMm U He TpsiOBa Aa ce mpuema. [loBeueto moTpeduTenu obaye mMpoCcTo U3TPUBAT crama H
TOM MPOJBIKABA Ja UJIBA B KYTHSATA.

HacrosimuTte mpaBuia ca pa3padoTeHu ¢ orjen ¢opmMupaHe Ha MOJIUTHKH B
AETCKUTe TPAAMHH M YYWIHIIATA, KOUTO Ja OPraHU3HpPaT MH3MNO0J3BAHETO HA
o0pa3oBaTeTHUSI MOTEHIHMAJI KAKTO HAa KOMIIOTHPHATA Mpeka Ha o0pa3oBaTelHATa
MHCTHTYIHSI, TAKA M HA IJ00AJHATA MpekKa, B ChYeTaHHE ChC CHCTEeMa OT MEPKH 3a
CHUTYPHOCT H 0€30MaCHOCT Ha Jienara u yuenunute. [Ipuiaranero nM Ha MpaKTHKA HeJIH
NOBHUIIABAHETO HA MH(OPMHPAHOCTTA M JHUIMTAJIHATA TPAMOTHOCT HA OOIIHOCTTA OT
Jlena, POAUTEH, YIUTEIH, TUPEKTOPH U CIIyRUuTe .

3 MIpasunara ca chriiacyBanu u pa3pabOTEHH U C yYaCTHETO Ha EKCTIEPTH OT OT/EN ,, KuGepnpecThIHOCT” KbM
I'maBHa mupexnus ,,bop6a c opranusupanara npectbiHOCT” U ¢ LleHThpa 3a Oe30maceH HHTEPHET.




